"Charting the Course ..."


Linux Systems Administration I: Essential Admin Concepts, Utilities, Installation + Commands

Course Summary

Description

This is the first in the System Administration classes. Students are quickly shown the underlying concepts and designs of Linux systems. Content and Labs are designed specifically for non-Linux administrators wishing to quickly become familiar with the installation, file system concepts, process management, basic scripting, printing, and a host of standard administration commands and utilities, AND .. applicable to any Linux version. The latest version of either Red Hat Enterprise Linux or Fedora Linux are used for the labs. The objective of this class is to help attendees develop significant conceptual and technical abilities related to administration of a Linux host in just a few days.

Every new Linux administrator needs to fully understand the systems, concepts and standard utilities before moving on to the SA2 course as these are considered absolute prerequisites.

Topics
· Basic Linux Overview

· A Quick GUI Tour of Linux 

· The Basics of Working With Files In Any Shell

· Concepts Of Users and Groups

· File Access Permissions

· The Linux File System 

· The Bash Shell 

· X Window System with GNOME & KDE Desktops

· Standard I/O and Pipes

· Introduction to String Processing Tools

· String Processing with Regular Expressions

· Introduction to Processes

· Using the vi and vim Editors 

· Basics of 'Bash' Shell Scripting 

· Essentials of Printing

· Fundamentals of Using Email

· Basic Networking Overview

· Intro To System Tools

· Basic Installation, Partitioning

· System Tools and Software Packages

· Hardware Virtualization

· Secure Remote Access

Audience
This course is designed for IT professionals who want to build user-level skills before learning Linux System and Network Administration. This course will also benefit any (Red Hat or other) Linux user who wants to productively use and customize their own Linux based system to launch applications, add and remove shortcuts to the GUI interface, use and understand common command line programs and desktop productivity tools

Prerequisites
Before attending this course students should have basic computer skills. Previous experience using any PC operating system, including Windows or Mac, is needed.

Duration
Five days
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Course Outline

I. Basic Linux Overview

A. ‘UNIX’ compliant Operating Systems (OS)

B. Outline the many features and architectural advantages

C. A brief but important step back into UNIX history and principles

D. A tour of the open source developments: GNU project, FSF, and the GPL

E. Where did Linux Begin, origins and benefits

F. How does Red Hat Linux differ from other Linux offerings?

G. Recommended hardware requirements

H. Red Hat Linux provides the X Window system with multiple GUI environments

II. A Quick GUI Tour of Linux 

A. Components of the Red Hat Linux user interface

B. Significance of local logins and users

C. Concepts of design and examine the Linux file system

D. Why are there so many command line shells?

E. How to run commands

F. What do command options do to commands

G. How to get help: man pages and other utilities

H. Beginner commands to know: date, and calendar

I. Not all commands have options and syntax varies

J. How to change your password using the ‘passwd’ command

K. Conceptual design and usage of virtual consoles

III. The Basics of Working With Files In Any Shell

A. Understanding the current working directory

B. What is a file name?

C. What are absolute and relative pathnames?

D. Where is the home directory?

E. What are system directories used for?

F. Change to a different directory

G. How to list directory contents?

H. How to check for free space on your disk

I. Copy, move and rename files and directories

J. Which commands create and remove directory structures

K. Concepts of and how to determine file ‘content’ type

L. Basics of viewing text files

M. Quick intro to editing text files

N. General overview of filename pattern matching

IV. Concepts Of Users and Groups

A. What are user accounts?

B. What are group account ID’s?

C. Notice the Red Hat Linux security model isolates users and their group ID

D. Understand the role of the root user and other system users and groups

E. Discover how to display user information with various commands – id, who, w, users

F. What if you needed to change your identity?

G. How do you change file ownership?

V. File Access Permissions

A. Define basic file security ‘permissions’

B. Three permission groups

C. Learn how to modify file permissions

D. Pre-set new file permission settings

E. Red Hat Linux file security

F. Examining permissions on files and directories

G. File permission types

H. User categories

I. Default file permissions

J. Changing access permissions

K. Special permission types

VI. The Linux File System 

A. Red Hat Linux file hierarchy concepts

B. ext2/ext3 filesystem details

C. Creating and managing hard and soft links

D. Mounting removable media like floppies

E. Finding and ‘processing’ files any where on the system

F. File compression and archiving utilities zip, unzip and tar

VII. The Bash Shell 

A. The bash ‘Heritage’ is from the Bourne and C shells

B. Shell and environment variables

C. Which command is executed?

D. How to use command recall

E. Discover command-line expansion

F. Protecting command line arguments from expansion

G. How to deal with command return values

H. Command ‘aliases’

I. How to create shell functions

J. Why use the startup and shutdown scripts

K. Determining the login shells available

L. Command history tricks

M. Command completion and editing tricks

N. Configuring the bash shell
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Course Outline (cont’d)

VIII. X Window System With GNOME & KDE Desktops

A. The X Window system

B. The X protocol

C. The GNOME and KDE desktop environment

D. Original X environment

E. Window managers

F. Switching desktop environments

G. Mouse configuration

H. Copying and pasting in X

I. Starting XFree86

J. GUI terminals and editors

K. Nautilus: the GNOME file browser

L. GNOME desktop applications

M. Web browsers and mail clients

N. GNOME office applications

O. Openoffice.org applications

P. Image utilities

Q. Audio applications

R. KDE applications

S. X customization


IX. Standard I/O and Pipes

A. Redirecting input and output

B. Overwriting and appending

C. Redirecting standard error

D. Redirecting both standard output and error

E. Sending unwanted output to /dev/null

F. Using pipes to connect processes

X. Introduction to String Processing Tools

A. Counting words and characters using WC

B. Sorting ‘rows’ of records by any field using sort

C. Printing lines of files with specific strings within them using grep

D. Printing selected columns and fields using cut

E. Rearranging columns and fields using cut

F. Other string processing tools using join, tee

G. Determining differences between files using diff,cmp

H. Spell-checking files using spell

I. Formatting text using pr

XI. String Processing with Regular Expressions

A. Understand basic ‘pattern matching’ using a ‘regular expression’ (RE)

B. Searching for RE patterns in files using ‘grep’

C. RE characters for wildcards

D. RE characters for modifiers 

E. RE characters for anchors

F. Combining multiple regular expressions in one request

G. Modifying streams of data using ‘sed’

H. Searching multiple files for the same RE

I. Use extended regular expressions

J. Using extended RE patterns within sed, egrep, awk

XII. Introduction to Processes

A. Define a process in memory

B. How processes are started

C. Understanding process ancestry and states

D. Viewing your processes or all processes

E. Sending terminating signals to processes

F. Starting multiple processes in a terminal window

G. Suspending a process

H. Switching to any suspended process

I. Listing and resuming background and suspended jobs

J. Altering process scheduling priority using ‘nice’

K. Running a process in the foreground or background

L. What happens with compound commands: sequencing, pipelines

XIII. Using the vi and vim Editors 

A. What do I need a text editor for?

B. Starting vi or vim

C. Three modes of vi and vim

D. The ten commandments of vi

E. Cursor movement

F. Entering and leaving insert mode

G. Changing, deleting, yanking, and putting text

H. Undoing last or all changes

I. Quitting without saving or saving and exiting

J. Filtering text through Linux commands

K. Searching, replacing, and regular expressions

L. Configuring vi and vim

M. Expanding your vocabulary of vi commands

XIV. Basics of 'Bash' Shell Scripting 

A. What is a shell script?

B. Essential scripting basics

C. Creating a simple shell script

D. Making scripts executable

E. Generating output from your script

F. Handling input from the user or command line

G. Establishing an exit status for any script

H. Conditional execution based on exit status

I. Forever or specific number of iteration loops

J. Breaking out of loops

K. Using positional parameters
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Course Outline (cont’d)

XV. Essentials of Printing

A. Printing in Red Hat Linux

B. Printer control usage

C. Printing from applications

D. Printing utilities for BSD and Sys5 Users

E. Adding a header and offset to print job with pr

XVI. Fundamentals of Using Email

A. Understand email topology

B. Discover the variety of email clients available

C. Implement email delivery via POP and IMAP

D. How to utilize email filtering

E. Why and how to use Fetchmail 

XVII. Basic Networking Overview

A. How to determine connectivity to another host

B. Discover hidden information about routes and interfaces

C. Learn how to list the route to a particular host

D. Understand host name translation to IP address services

E. How to list DNS records

F. Display domain contacts

G. How to transfer files across the network

H. Carefully check the status of network ports

I. Utilize the secure shell remote access service

XVIII. Intro To System Tools

A. Terminal configuration

B. Getting information about your system

C. Scheduling a process to execute later

D. Scheduling periodic processes

E. RPM package manager queries

F. System administrator duties

XIX. System Tools and Software Packages

A. Objectives:

B. Terminal Configuration

C. Getting Information About Your System

D. Scheduling a Process to Execute Later

E. Scheduling Periodic Processes

F. Software Package Management

G. RPM Package Manager Queries

H. Adding or Updating a Kernel Package

I. System Administrator Duties

J. Hands-on Lab: 

K. Work with these System Tools to schedule weekly backups, monthly reports, daily cleanup and reminder notices

L. Review, Add, Remove software and new kernel version

XX. Basic Installation, Partitioning

A. Objectives

B. What is needed before installation

C. Creating a formatted file system

D. Need for Swap Space

E. Package Groupings

F. FirstBoot Configuration

XXI. Hardware Virtualization

A. Objectives

B. What is Hardware Virtualization

C. Requirements to Virtualize a Host

D. Virtualization Management Tools

E. Creating a virtual machine

F. Managing Virtual Machines

XXII. Secure Remote Access

A. Objectives

B. Traditional Remote Access versus Secure Remote Access

C. Secure Shell, SSH, tools

D. Remote Desktop via VNC

E. Managing Remote Machines

F. Hands-on Lab: 
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