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"Charting the Course ...


... to Your Success!"
		



NETWORK FORENSICS
COURSE OUTLINE


I.                 Introduction and concepts
a.      Phases of pen testing
b.      Ethics of pen testing
c.      Quality control
d.      Methodology
e.      Reconnaissance
 i.     Public sources
ii.     Port scanning
iii.     Firewalking
iv.     Vulnerability scanning
v.     Enumerating

II.               Windows hacking
a.      Windows registry
b.      Windows services
c.      Windows passwords
d.      Methods for hacking into windows server and work station

III.              Cryptography
a.      Classic methods
i.     Caesar, Atbash, Scytale, etc.
b.      Symmetric ciphers
i.     DES, 3DES, AES, Blowfish
ii.     ECB vs CBC
c.      Asymmetric ciphers
i.     RSA, DH, ECC, DSA
d.      Digital signatures and certificates
e.      Hashes

IV.              Web hacking
a.      Web architecture
b.      SQL injection
i.     Basics
ii.     Advanced
iii.     Executing shell commands on the target server
iv.     Altering the registry on the target server
c.      Cross site scripting







V.               General Attacks
a.      Malware
i.     Types of viruses
ii.     How to create a virus
iii.     Spyware
iv.     Trojan horses
v.     How to create a Trojan horse
  vi.     Logic bombs
b.      DoS attacks
i.     How to execute one
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